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1. What is Cybersecurity?

Cybersecurity is the practice of protecting digital systems, networks, and data from
unauthorized access, attacks, or damage. In a world where we are constantly connected to
the internet—on smartphones, laptops, and even home appliances—understanding how to
stay safe online is essential.

Why Does Cybersecurity Matter?

Your personal data is valuable. Hackers and scammers want access to your identity,
banking details, and private conversations.

Digital attacks are becoming more common. Every year, millions of people fall victim to
phishing emails, malware, or identity theft.

Being careful is not enough. You need to know the tactics cybercriminals use, and how to
protect yourself proactively.

Examples of Cybersecurity in Real Life
Using a strong password for your email prevents others from reading your messages.

Avoiding suspicious links helps you stay away from malware.

Installing updates on your phone or computer closes security holes that hackers exploit.

Key Concepts Introduced

Term Definition

Cyber Attack Any attempt to steal, damage, or access data or systems without permission

Hacker A person who tries to break into computers or networks
Malware Malicious software like viruses or spyware
Firewall A tool that blocks unwanted access to your device

Phishing A scam where someone tricks you into giving up sensitive information

In the next chapter, we’ll explore the main types of threats and how they work, so you can
learn to recognize them before it’s too late.
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2. The Main Threats: Malware, Phishing, Ransomware

Cyber threats are constantly evolving, but most digital attacks fall into a few major
categories. Understanding these is the first step in defending yourself.

Malware: Malicious Software
Malware is any software designed to harm, steal, or spy on your device or data. It often
spreads through infected files, websites, or USB drives.

Common Types of Malware:

Type Description

Virus Attaches itself to files and spreads across systems

Worm Replicates itself and spreads across networks without user action
Trojan Disguises itself as a harmless program to trick users

Spyware Secretly collects personal information (like passwords and keystrokes)
Adware Displays unwanted ads and may collect data

Keylogger Records every keystroke typed on your keyboard

Real Example:
You download a “free game” from a sketchy website. Behind the scenes, a Trojan horse
installs spyware that records your online banking password.

Phishing: Digital Deception
Phishing is a scam where attackers pose as trustworthy entities (banks, companies, friends)
to trick you into giving away personal data.

Typical Phishing Signs:

Emails with urgent messages (“Your account is locked!”)
Fake websites mimicking real ones

Suspicious attachments or links

Generic greetings like “Dear Customer”

What They Want:

Login credentials

e Credit card details
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e Tax or medical records
Real Example:

You receive an email from "Netflix" asking to confirm your billing info. The link leads to a
fake site, and your credit card is stolen.

Ransomware: Your Files Are Hostage

Ransomware locks your files or system and demands payment (often in cryptocurrency) to
unlock them.

How It Works:

You unknowingly download a malicious file.

It encrypts your data and shows a ransom message.

Paying the ransom does not guarantee you’ll get your files back.
Real Example:

A hospital is locked out of its entire system due to ransomware. They are asked to pay
$50,000 in Bitcoin to restore access.

Key Takeaways
¢ Don’t download unknown files or apps.
e Never click on links in suspicious emails.
e Use antivirus and firewall software.
e Always double-check URLs and email senders.
o Keep backups of important data.

Next, we’ll cover how to create strong and safe passwords that hackers can’t guess.
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3. How to Create Strong and Safe Passwords

Passwords are the keys to your digital life. Weak or reused passwords are one of the main
reasons people get hacked. A good password is like a strong lock on your front door.

What Makes a Strong Password?

A strong password should be:
e Atleast 12 characters long
e A mix of uppercase and lowercase letters
e Include numbers and symbols (like ! @ # $)
¢ Not a real word or name (e.g., no “password”, “michael”, or “123456”)
X Weak Example:
mario1990 — predictable, includes name + birth year
«/ Strong Example:

T!m3_TO_Sh!n3*2025 — long, random, includes symbols and numbers

Why You Should Never Reuse Passwords

If you use the same password for multiple accounts, and just one gets hacked, all your other
accounts are in danger.

Real Example:

A hacker gets your password from a gaming site data breach. Since you use the same one
for your email, they now control your inbox.

Password Managers: Your Digital Safe

It's impossible to remember 30 strong passwords. That's where password managers help.
These apps store all your passwords in one place, encrypted with a master password.
Recommended Password Managers:

e Bitwarden (free and open-source)

e I1Password

e LastPass

e NordPass
You only need to remember one strong master password. The manager handles the rest.

Quick Tips for Better Passwords

Tip Why it matters

Don’t use personal info Easy to guess from social media

Change passwords regularly Limits damage if one is exposed

Enable 2FA wherever possible Adds a second layer of protection

Test your password strength  Use websites like howsecureismypassword.net
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Create Your Own System

Use a simple formula that only you understand:
Example structure:

[Word] + [Number] + [Symbol] + [Website initials]
— Green7@YT (for YouTube)

— Green7@FB (for Facebook)

It's easy to remember but different for every site.

Next, we’'ll learn about Two-Factor Authentication (2FA) and how it can stop hackers even
if they steal your password.
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4. Two-Factor Authentication (2FA)

Even the strongest password can be stolen. That’'s why security experts recommend adding
a second layer of protection called Two-Factor Authentication, or 2FA.

What is 2FA?
2FA means you need two things to log in:

1. Something you know (like your password)
2. Something you have (like your phone or a code)

This makes it much harder for hackers to access your account—even if they guess or steal
your password.

Common Types of 2FA

Method Description
SMS Code A 6-digit code sent via text message

An app that generates rotating login codes (e.g., Google
Authenticator App PP * g1 €9 d

Authenticator, Authy)
Email Link or Code A confirmation sent to your email address

Security Key

A USB device that must be plugged in to access your account
(Hardware) PHgg y

Biometric (Fingerprint) Using your fingerprint or face to verify your identity

Why 2FA Matters
Without 2FA:

Hacker steals your password — logs in immediately.
With 2FA:
Hacker steals your password — still needs your phone or device — access blocked.

Even if a data breach leaks your login credentials, 2FA acts as a second lock.
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Real-Life Example

Alice uses the same password for email and Instagram. A hacker guesses it and tries to log
in—but 2FA is enabled, and a code is sent to her phone. The hacker can’t proceed. Alice is
safe.

How to Enable 2FA
Most websites and services now support 2FA.

Look for:
¢ “Account Settings” — “Security” — “Two-Factor Authentication”
o Choose your preferred method (text, app, or device)
¢ Follow the setup instructions (usually takes 2—3 minutes)

Popular platforms that support 2FA:
e Gmail / Google
e Facebook
e Instagram

e Twitter / X
e Amazon
e PayPal

e Apple/iCloud

Pro Tips
e Use an authenticator app instead of SMS for better security.
e Save backup codes in a safe place (in case you lose your phone).
¢ Never share your 2FA codes with anyone.

In the next chapter, we’ll explore how to recognize safe websites, what HTTPS means, and
how to browse without risks.
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5. Safe Browsing and HTTPS

Every time you open a browser and connect to a website, you’re sending and receiving data.
But how do you know if that website is safe? How do you avoid being tricked or tracked
online?

Let’s explore how to browse the internet with security and confidence.

What Does “Safe Browsing” Mean?

Safe browsing means:
e Visiting secure websites
e Avoiding malicious ads and pop-ups
¢ Not downloading unknown files

o Being careful where you enter personal or financial data

What Is HTTPS?

HTTPS stands for HyperText Transfer Protocol Secure. It means that your connection to
the website is encrypted—making it harder for hackers to intercept your data.

Safe:

https://www.bank.com — the padlock icon in the address bar shows it's secure.

Unsafe:

http://suspicious-site.biz — no encryption, and possibly dangerous.
Tip:

Always check for https:// and a padlock icon in your browser before logging in or entering
credit card info.

How to Spot a Dangerous Website

Sign Risk

No HTTPS (just HTTP) Data can be intercepted
Strange URL (typos, symbols) Might be a fake or phishing site

Pop-ups and auto-downloads Could contain malware
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Sign Risk
Poor design or fake logos Clone of a legitimate site used to steal your info

Example: https://amazOn-support.net is NOT Amazon. It's a phishing trap.

Tools for Safe Browsing

e Browser Extensions:

o uBlock Origin — blocks ads and trackers

o HTTPS Everywhere — forces secure connections
e Private Browsing Mode:

o Doesn’t save cookies, history, or temporary files
e Search Engines That Respect Privacy:

o DuckDuckGo

o Startpage

Good Habits Online
e Don't click random pop-ups or banners.
e Don’t download software from unfamiliar sources.
e Double-check the URL before logging in.
e Use different passwords for different sites.

o Keep your browser and extensions up to date.

Coming up: how to protect your devices with antivirus software, updates, and firewalls.
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6. Protecting Your Devices: Antivirus, Updates, Firewalls

Even if you browse safely and use strong passwords, your devices can still be vulnerable.
To stay protected, you need to fortify your system with tools that defend you from viruses,
hackers, and exploits.

Why Device Protection Matters
e Your device stores sensitive data (photos, documents, emails).
e Asingle unpatched vulnerability can allow full access to hackers.
o Malware often spreads through files, fake apps, or infected USB drives.

What Is Antivirus Software?

Antivirus programs detect and block malicious software (malware) before it can harm your
system.

Common Features:

Feature What It Does

Real-time protection Monitors everything you do, in real time
Virus scans Checks your files and system for threats
Quarantine Isolates suspicious files

Automatic updates Keeps the antivirus itself up to date

Recommended Free Antivirus Tools:
e Windows Defender (built-in for Windows 10/11)
¢ Avast Free Antivirus
o Bitdefender Free
e Kaspersky Security Cloud Free

The Power of Updates

Software updates often fix security holes discovered after release. Not updating = leaving
the door open.
Update These Regularly:

e Your Operating System (Windows, macOS, Linux)

e Your Browser (Chrome, Firefox, etc.)

e Your Antivirus software

e Your Apps and plugins (especially Java, Flash, Adobe)
® Example: In 2017, the WannaCry ransomware infected thousands of computers simply
because Windows wasn’t updated.

What Is a Firewall?

A firewall is like a digital gatekeeper. It controls what comes in and out of your device over
the network.

Two Types:
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Software firewall — built into your OS (e.g., Windows Firewall)
Hardware firewall — included in routers or external devices

What It Does:

Blocks suspicious incoming/outgoing connections
Prevents malware from “calling home”
Adds another layer of defense on top of antivirus

Quick Checklist for Device Security

Next, we’'ll dive into how to protect your privacy on social media and avoid oversharing

</ Install a trusted antivirus

< Keep your operating system updated
</ Enable your firewall

< Don't install unknown apps or software
</ Scan USB drives before opening them

your digital life.
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7. Privacy on Social Media

Social media platforms connect us, entertain us, and help us stay informed. But they also
expose personal information to strangers, companies, and sometimes even criminals.
That’s why protecting your digital identity is essential.

Why Privacy Matters Online

e Your posts can be used to profile you (location, habits, relationships).
o ldentity thieves and stalkers often start with social media.
e Oversharing may put you or your family at real-world risk.

What You’re (Often) Sharing Without Realizing

Shared Info Potential Risk

Birthdate Used in password guesses or identity theft
Location (live or tagged) Tells people where you are — or where you’re not
Vacation photos Signals an empty house to burglars

Work/school information Can be used for impersonation or spear phishing
Family/kids details Makes others vulnerable through your account

How to Lock Down Your Social Profiles
Privacy Settings to Check:
e Who can see your posts? — Set to Friends only
e Who can send you friend requests or messages?
e Is your email or phone number public?
e Can your profile be found by search engines? — Turn this off
o Review tags and posts you’re tagged in before they appear publicly
@ Visit your Facebook, Instagram, or TikTok Privacy Center to audit your account.

Clean Up Your Digital Footprint

1. Review old posts and delete anything personal or risky.

2. Remove location tags from past photos.

3. Check which apps have access to your profile and remove unused ones.
4. Search your name on Google — what'’s visible to the public?

Think Before You Post

Ask yourself:
e Would | be okay if this were seen by a boss, hacker, or stranger?
e Does this reveal too much about my habits, wealth, or routines?
Remember: The internet never forgets—even if you delete it.
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Tips for Social Media Privacy

e Use a nickname or pseudonym if possible.

o Keep your profile photo generic.

e Don’t share photos of tickets, IDs, or personal documents.
e Turn off “People You May Know” if it feels invasive.

o Use different passwords for each platform.

Next, we’'ll learn how to secure your email and avoid spam, phishing, and account
takeovers.
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8. Secure Your Email and Avoid Spam

Your email inbox is the gateway to your digital identity. If someone gains access to it, they
can reset your passwords, impersonate you, or steal sensitive data. That’s why securing
your email account is one of the most critical steps in digital self-defense.

Why Email Is a High-Value Target
e It's used for password recovery on most online services.
e Contains personal, financial, and work-related communications.
e Hackers use compromised emails to launch phishing attacks on your contacts.

How to Secure Your Email Account
Best Practices:
e Use astrong, unique password (see Chapter 3)
e Enable Two-Factor Authentication (2FA)
e Log out of shared or public devices
e Regularly check for unauthorized login attempts
e Use encrypted email services if possible (e.g., ProtonMail)

Watch Out For:

Sign of Trouble What It Might Mean

Password no longer works Account hijacked

You see sent emails you didn’t write Your account was used to spam or phish others
Login alerts from other countries Someone is trying to break in

How to Handle Spam and Phishing
Identify Spam:
o Generic greeting ("Dear user")
e Strange email address (e.g., info@paypal-security-alert.xyz)
e Poor grammar or urgency ("Act now or your account will be closed!")
What to Do:
o Don’t open or click any links in suspicious messages
e Use the “Report Spam” or “Phishing” button in your email provider
e Never reply to spam — it confirms your address is active
e Don’t unsubscribe from emails you never signed up for — it might be a trick

Email Security Tools
e Spam filters (built into Gmail, Outlook, etc.)
e Browser link checkers (e.g., Norton Safe Web, Bitdefender TrafficLight)
e Temp mailboxes for one-time sign-ups (e.g., TempMail, Guerrilla Mail)
e Aliases or masking tools (e.g., SimpleLogin, AnonAddy)
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Smart Habits

Do This Instead of This

Use a dedicated email for sensitive stuff Using the same email everywhere
Check sender before clicking a link Trusting based on logo or appearance
Set recovery options (phone/email) Leaving recovery blank or outdated
Delete old, unused accounts Keeping every account forever

In the next chapter, we’ll discuss Public Wi-Fi and VPNs—how to use them safely without
putting your data at risk.

www.myndus.site

15



9. Public Wi-Fi and VPNs

Public Wi-Fi is everywhere—cafés, airports, hotels, shopping malls. It's convenient, but also
one of the most dangerous places to use the internet. If you're not careful, hackers can
easily intercept your data.

Why Public Wi-Fi Is Risky
When you connect to an open Wi-Fi network:
e Your data may be unencrypted (anyone can “listen” to what you send)
e Hackers can create fake Wi-Fi hotspots to trick users
o Attackers can intercept passwords, messages, or payment info
[1 Example: You connect to “Free_Airport_WiFi” and log into your email. In reality, that
network was created by a hacker sitting nearby.

What Is a VPN?

A VPN (Virtual Private Network) is a tool that encrypts your internet connection, hiding
your data and IP address.
What a VPN Does:

o Creates a secure tunnel between your device and the website

e Prevents spying on public Wi-Fi

e Masks your real location by routing traffic through another country

e Can bypass censorship or content restrictions

Recommended VPN Services

VPN Name Notes

ProtonVPN Free plan available, no logs, based in Switzerland

NordVPN Fast, secure, includes malware protection

Mullvad High privacy, accepts anonymous payments

Surfshark  Budget-friendly, unlimited devices

ExpressVPN Fast, good for streaming, based in privacy-friendly region

A\ Avoid free VPNs with unknown developers—they may sell your data or inject ads.

Tips for Safe Public Wi-Fi Use (With or Without VPN)

Safe Behavior Why It Helps

Use VPN before opening apps/sites Encrypts all your traffic

Avoid banking or online shopping  Reduces risk of exposing sensitive info

Use HTTPS websites only Adds a second layer of encryption
Turn off auto-connect to networks  Prevents connecting to malicious hotspots
Disable file sharing or AirDrop Blocks unauthorized file access
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Device Settings to Check

e Disable Wi-Fi when not in use
e On phones, turn off auto-join for known networks
e Use your mobile hotspot instead of public Wi-Fi when possible

Coming up: how to protect your files and memories with regular backups and simple
disaster recovery strategies.
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10. Backups and Disaster Recovery

Imagine losing all your photos, documents, and work files in a single moment—due to theft,
a virus, or hardware failure. That's why backups are one of the simplest yet most powerful
forms of cybersecurity.

Rule #1 in digital self-defense: If it’'s not backed up, it doesn’t exist.

What Is a Backup?

A backup is a copy of your important data stored in a separate and safe location.
Backup Types:

Type Description
Local Backup Copy saved on external device (USB, external hard drive)
Cloud Backup Data saved online (Google Drive, Dropbox, iCloud)

System Image Backup Full copy of your operating system, settings, and files

The 3-2-1 Backup Rule

A simple strategy used by professionals:
e 3 copies of your data (1 original + 2 backups)
o 2 different storage types (e.g., hard drive + cloud)
o 1 copy stored off-site (e.g., cloud or another physical location)

When Things Go Wrong: Disaster Recovery
Even with protection in place, things can still go wrong.
Ransomware, s power surges, floods, or just plain human error can erase your data.
A disaster recovery plan means:
e You know where your backups are
e You know how to restore them
e You test your backups periodically

Backup Tools (Free and Paid)

Platform Tool Type
Windows File History, Macrium Reflect Local/System
macOS Time Machine Local
Android/iOS  Google One, iCloud Cloud

Cross-platform Acronis, Backblaze, Duplicati Cloud + Local

Backup Best Practices
e Back up automatically (daily or weekly)
e Test your restore process regularly
e Use encryption for sensitive data
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e Store one backup physically away from your main device
e Don'trely only on USB drives—they fail more often than people think

Next, we’'ll explore cyberbullying and online harassment, and how to defend yourself and
others in digital spaces.
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11. Cyberbullying and Online Harassment (Page 45)

The internet can be a place of learning, connection, and creativity—but also of threats,
insults, and psychological violence. Knowing how to recognize and respond to
cyberbullying is essential to digital self-defense.

What is Cyberbullying?
Cyberbullying is any form of intentional harm done through digital means, including:
e Insults or threats via messages
e Sharing embarrassing photos without consent
e Spreading lies or rumors online
¢ Blocking or excluding someone from online groups
o Stalking or harassment across platforms
Victims can be children, teenagers, or adults—and even public figures.

How to Recognize It

Sign Description

Sudden change in behavior Withdrawal, sadness, fear of going online
Constant notifications Harassing messages, mentions, or comments
Fake profiles Imitations or impersonations to humiliate

Public shaming Group attacks or ridicule in forums or social media

What You Can Do (as a Victim or Bystander)
If You’re the Victim:
e Do not respond emotionally to harassers.
e Take screenshots of every message or image.
e Block/report the abusive account on the platform.
e Inform someone you trust (family, school, HR).

o If it escalates: report to the police or a legal advisor.
If You Withess It:

e Support the victim—don’t remain silent.
e Avoid amplifying the abuse (don’t share or comment).
e Report the content directly to the platform moderators.

Legal Protection in the EU and Italy

o ltaly recognizes cyberbullying as a criminal offense (Legge 71/2017).

e Platforms like Facebook, Instagram, TikTok, and YouTube must allow easy
reporting of abuse.

e In serious cases (threats, stalking), law enforcement can act.
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Psychological Impact

Cyberbullying can cause:
e Anxiety, depression, insomnia
e School or work absenteeism
e Social withdrawal

Seek help from psychologists or counselors when needed. Mental health matters.

Resources and Help

Country Support Line / Organization

Italy 1T Telefono Azzurro (1.96.96)

Europe eu Safer Internet Centres (betterinternetforkids.eu)
Worldwide CyberSmile Foundation, StopBullying.gov

In the next chapter, we will learn how to secure your smartphone, the digital device we use
the most—and the one most exposed to risks.
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12. Mobile Device Security

Smartphones and tablets have become our main digital tools—used for messages,
banking, photos, social media, work, and even digital IDs. That’s why they are a prime
target for hackers and data thieves.

Why Smartphones Need Protection

e Store sensitive personal data

e Constantly connected to the internet

e Used for 2FA authentication

e Contain photos, conversations, emails, payment apps
A compromised smartphone can expose your entire digital life.

1. Lock Your Device Properly

Method Security Level Recommended
PIN (4-digit) Low X No

PIN (6+ digits) Medium ¥ Yes
Password High < Yes
Biometric (Face/Fingerprint) High ¥ Yes

e Always enable automatic lock after a few seconds of inactivity.

2. Keep Your OS and Apps Updated

e Updates fix security vulnerabilities
o Use only the official app store (Google Play, App Store)
¢ Avoid sideloading apps from unknown sources

3. Avoid Public Wi-Fi (or Use a VPN)

e Free networks may expose your data
e Never perform banking or shopping on open Wi-Fi
e Use a VPN app to encrypt your traffic

4. Enable Device Encryption

Most modern smartphones encrypt data by default. Check:
e Android: Settings > Security > Encryption
e iPhone: Enabled when you use a passcode

5. Set Up Remote Wipe

In case of theft or loss:
e Android: Use Find My Device
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e i0S: Use Find My iPhone
With remote wipe, you can:

e Track your phone

e Lockit

o FErase all contents remotely

6. App Permissions and Privacy

e Review app permissions regularly
e Disable access to:
o Camera/microphone (if not needed)
o Contacts and SMS (especially for unknown apps)
e Use "App Tracking Transparency" (iOS) or “Privacy Dashboard” (Android)

Extra Tips

e Don't root or jailbreak your device
e Use antivirus if using Android
o Avoid apps that promise "hacks" or "free money"

</ Checklist for Mobile Security
Action Status

Strong lock screen method & Done?
OS and apps fully updated § Done?
Remote wipe configured ® Done?
Suspicious apps removed @ Done?
VPN installed and ready @ Done?

In the next chapter, we’ll explore how to recognize online scams and phishing traps, one

of the most common threats to digital safety.
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13. Phishing and Scams (Page 54)

Phishing is one of the most common cyber threats worldwide. It uses deception to trick
users into revealing sensitive data like passwords, credit card numbers, or login credentials.

What Is Phishing?
Phishing is a form of social engineering. Attackers impersonate trusted entities (banks,
services, colleagues) and ask you to:

e Click a malicious link

e Download an infected attachment

e Enter credentials on a fake website

Common Types of Phishing

Type Description

Email Phishing Fake emails from banks, PayPal, Amazon, etc.

SMS Phishing (Smishing) Fake text messages with urgent links

Voice Phishing (Vishing) Fake calls pretending to be tech support

Spear Phishing Targeted attack on specific individuals (e.g. executives)
Clone Phishing Duplicate of a real email, with a malicious link

Red Flags of a Phishing Message

¢ “Your account will be blocked, act now!”

e Spelling mistakes and odd grammar

e Generic greeting: “Dear user” or “Dear customer”

e Links that point to weird domains (e.g. paypal-alerts-security.xyz)
e Attachments you weren’t expecting

e Pressure to act immediately

How to Outsmart a Phishing Attempt
e Never click links in suspicious emails
+ Don’t download unexpected attachments
o Verify the sender: check email domain, call the company if unsure
e« Don’t reply to requests for personal or financial info
e Type URLs manually into your browser (don’t trust email links)

How to Protect Yourself
e Use a spam filter
o Install a browser with phishing protection (e.g. Chrome, Firefox)
o Enable 2FA on important accounts
o Keep software and OS up to date
e Train yourself to recognize scams (phishing tests exist!)
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Example of a Phishing Email

From: Apple ID Support (fake)
Subject: Your Apple ID will be locked
Click here to verify your account: http://appleid.support-verify.net
Red Flags:
e Strange link domain
e Urgency (“will be locked”)
e Vague sender name
e Poor formatting

Quick Checklist — Detecting a Phishing Message
Signal Warning?

Unusual sender address A Yes

Urgency or pressure to act fast A Yes

Spelling and grammar errors A Yes

Suspicious links or attachments A Yes

Request for passwords or data @ Never

In the next chapter, we’ll focus on backup strategies and data recovery, essential for

minimizing damage after an incident.
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14. Backup and Data Recovery

No cybersecurity strategy is complete without a solid backup plan. Data loss can occur from
ransomware, accidental deletion, hardware failure, or natural disasters.

Why Backups Matter

Backups allow you to:
e Restore important files after an attack or error
e Minimize downtime
o Avoid paying ransoms
e Protect irreplaceable data (photos, work, documents)

The 3-2-1 Backup Rule

A widely recommended strategy:
e 3 total copies of your data
o 2 stored on different types of media (e.g. external drive + cloud)
e 1 copy stored off-site (cloud or remote drive)
Example:
e 1onyourPC
e 1 o0n an external USB drive
e 1in the cloud (Google Drive, OneDrive, iCloud, etc.)

Backup Methods

Method Pros Cons

External Hard Drive Fast, full control Risk of theft, fire, damage
Cloud Backup Remote, secure, automatic Requires internet, costs money
USB Stick Portable, easy to use Easily lost or infected

NAS (Network Storage) Continuous, local network access Expensive, setup required

Backup Types

e Full backup — all files copied
e Incremental backup — only changes since last backup
o Differential backup — changes since last full backup
® Tip: Use incremental for speed and full periodically for safety.

Data Recovery — What to Do If You Lose Files
1. Stop using the device immediately
2. Check your recycle bin / trash folder
3. Try restoring from your backup
4. Use file recovery software (e.g. Recuva, EaseUS)
5. If serious, contact data recovery professionals
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Test Your Backup

¢ Don’t wait for disaster:
Test recovery regularly
Verify file versions
Automate where possible

Backup Best Practices — Checklist

Practice Done?
3 total copies of your data IX
2 different storage media JIX
1 off-site/cloud backup I X

Automated or scheduled backups <7 / X

Tested recovery process 11X

Next, we’ll explore Public Wi-Fi security and how to stay safe on mobile networks.
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15. Public Wi-Fi and Mobile Security

Public Wi-Fi is convenient, but also dangerous. It exposes your data to interception and
attacks. Mobile devices, always connected, are even more vulnerable without proper
precautions.

Risks of Using Public Wi-Fi
e Man-in-the-middle attacks (MITM)
— Hackers intercept your connection
e Evil twin hotspots
— Fake Wi-Fi networks that look legitimate
e Unencrypted connections
— Data sent without HTTPS can be read by anyone
e Session hijacking
— Hackers can take control of your logged-in sessions

How to Stay Safe on Public Wi-Fi

Protection Method Description
VPN (Virtual Private Network) Encrypts all traffic — most important tool
HTTPS-only websites Use browser plugins like HTTPS Everywhere

Avoid sensitive transactions No banking, shopping, or passwords
Use mobile data if possible 4G/5G is more secure than public Wi-Fi
Turn off auto-connect Prevent your device from auto-joining unknown networks

Mobile Device Security Essentials

Your smartphone is a computer. Treat it like one.
Secure Access
e Use PIN, fingerprint, or Face ID
e Set automatic screen lock
e Turn off Bluetooth when not in use
App Safety
e Download apps only from official stores
e Check app permissions
e Regularly delete unused apps
Keep It Clean
e Update OS and apps regularly
e Use mobile antivirus (e.g. Bitdefender, Avast)
e Enable Find My Phone or equivalent tracking tools
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Mobile-Specific Threats

Threat Type Example Protection

Smishing (SMS phishing) Fake links via text Don’t click unknown links
Rogue apps Fake apps stealing data Stick to Play Store / App Store
Location tracking Apps collecting your location Disable GPS when not needed

"1 Mobile Security Checklist

Task Done?
Device is locked with PIN/fingerprint <7 /| X
Auto-lock is active I X

Auto-connect to Wi-Fi is disabled <7/ X

Only trusted apps installed VIX
Device OS and apps updated < 1X
VPN used on public Wi-Fi 11X

In the next chapter, we’ll explore Online Privacy and Tracking — and how to take control
of your digital footprint.
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16. Online Privacy and Tracking

Every action online leaves a digital footprint. Websites, advertisers, apps, and even
governments track your activities. In this chapter, we explore how you're tracked and what
you can do to protect your privacy.

What Is Online Tracking?

Tracking is the process of collecting and analyzing your online behavior to:
e Show targeted ads
e Build consumer profiles
o Track political or social interests
e Predict behavior or habits

Who Tracks You?

Tracker Type Example Purpose

Advertisers Google Ads, Meta Ads Marketing & profiling
Websites News sites, blogs Personalization & analytics
Apps Mobile games, social media Monetization & tracking

ISPs Your internet service provider Data monetization, censorship

Governments Mass surveillance (e.g. NSA, PRISM) National security, control

Techniques Used for Tracking

e Cookies (normal & third-party)
e Browser fingerprinting
(Device, OS, resolution, plugins, fonts...)
e Tracking pixels
e Supercookies and ETags
e Social media integration buttons (e.g. “Like”)

Privacy Tools & Tips

Tool / Method Purpose

Privacy-focused browsers Brave, Firefox (with tweaks)

Browser extensions uBlock Origin, Privacy Badger, NoScript
Search engines DuckDuckGo, Startpage, SearX

Cookie managers Clear cookies on exit, Cookie AutoDelete
Block fingerprinting Use tools like CanvasBlocker

Use incognito mode Minimal local storage, but not true privacy
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Best Practices to Stay Private

e Use VPN for masking IP address

e Disable third-party cookies

e Turn off location sharing by default

e Avoid logging in to Google/Meta when browsing
o Prefer open-source software and apps

The Illusion of Consent

Most websites show cookie consent banners, but:
e They're often designed to confuse
e They default to “Accept All”
o Real privacy requires active refusal or tools to block trackers

Online Privacy Checklist

Task Done?
VPN or privacy-focused DNS in use JIX
Using Brave, Firefox (hardened), or Tor </ X
Ad/tracker blocker installed v IX
Anonymous search engine set as default </ / X
Social media tracking limited or avoided </ X

Device fingerprinting tools activated v IX

In the next chapter, we’ll dive into Dark Web and Anonymous Browsing.
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Epilogue — Staying Secure in a Connected World

Congratulations on completing this course on Cybersecurity and Digital Self-Defense!
You've gained essential knowledge to protect yourself in today’s connected world.

Remember: Security Is a Journey

Cyber threats evolve every day. Staying safe means:
o Keeping your software and devices updated
e Being vigilant about phishing and scams
e Maintaining good digital hygiene with passwords, backups, and privacy
e Regularly reviewing your security settings
e Learning continuously and adapting to new risks

Your Role in a Safer Digital Community

You're not just protecting yourself—you’re also helping family, friends, and colleagues by
sharing what you’ve learned.

Final Tips
o Practice safe habits daily
o Don't hesitate to ask for help or advice
e Use trusted sources to stay informed
e Balance security with usability to avoid burnout

Additional Resources

e StaySafeOnline.org

e Cybersecurity & Infrastructure Security Agency (CISA)
e Electronic Frontier Foundation (EFF)

e Have | Been Pwned

Thank you for investing your time and effort into building your digital defenses. Stay safe,
stay informed, and keep learning!
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Disclaimer

This course was created with the assistance of an advanced Artificial Intelligence system.
While every effort has been made to ensure the accuracy and quality of the content, errors
or omissions may still be present. Learners are encouraged to critically evaluate the material
and verify all information independently. Myndus assumes no responsibility for any
consequences resulting from the misuse of the content.
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